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INTRO

First generation cloud security solutions were 
designed like checklists. They used rules that 
mapped specifically to known compliance 
controls, and the organization's performance 
against them. While this met the objectives of 
compliance workflows, these approaches 
required continuous manual effort, and could 
not keep pace with the velocity of modern 
cloud environments.



Cloud security as a domain is still an evolving need 
and as such, we hear from our customers their 
needs are constantly evolving as they start to 
adopt cloud-first strategies. Cloud compliance 
typically address the immediate need of cloud 
operational hygiene and a score against industry 
benchmarks, but beyond that it still leaves much 
to desire when it comes to improving your cloud 
security posture. Compliance is a good starting 
point as a security approach in the cloud, but 
Lacework goes beyond that to include workflows, 
accounts, and asset types operating within your 
environments. Irrespective of where the workflows 
live operationally (compliance, security operations, 
incident response and remediation), Lacework 
provides flexibility to meet your organization’s 
technology and business needs as you scale and 
grow at the speed of modern business.



As you plan your cloud security strategy, this should go 
beyond cloud compliance management to include 
security operation workflows and cloud incident 
response readiness. This assures that your cloud 
environment is operating at an appropriate risk level as 
you scale to meet your business needs. Lacework uses 
an approach that employs workflows to address teams 
(DevOps, DevSecOps), asset types (cloud providers, 
host, containers and container orchestration systems) 
and can be operationalized at scale.
 
Lacework was built specifically to deliver contextual 
data about cloud events, because changes can lead to 
new vulnerabilities and potential threats, potentially 
impacting your security posture and in turn your 
compliance goals. Every update, configuration change, 
access point, and a million other activities that might 
represent potential threats are identified and analyzed 
for their risk potential.



COMPLIANCE & SECURITY 

BUILT TO SCALE

ACTIONABLE

Lacework’s approach provides a strategy for your cloud 
security that goes beyond simple, rules-based cloud 
compliance management.

VALUABLE

SCALABLE

Grow with Lacework's platform as your security needs 
evolve a) Multi-Cloud (AWS/Azure/GCP) b) Host, container 
and K8s c) Machine Learning that goes beyond location 
and service anomalies c) Operate at scale (100’s accounts 
and 1000’s of containers and hosts).

Evident.io priced at 8K/account and RedLock is priced per 
resources. Our flat pricing model (5K/account) is more 
predictable for OPEX management as you scale.



The cloud is increasingly popular for all 
types of organizations, and that 
popularity makes it a great target for 
hackers. Data leaks, account hijacks, 
cloud server breaches, and other illicit 
activity is making companies that run 
workloads in the cloud exposed and 
vulnerable. 
 
Lacework supports them with an 
automated, comprehensive, security 
solution for multicloud and container 
environments that helps them maintain 
control of their business.

The network 

is dead.

The cloud needs 

a new approach 

to security.



Lacework is a complete compliance solution that eliminates the need to direct large 
chunks of IT staff to compliance readiness. We automate compliance monitoring, 
assessment, and reporting; your development team focuses on higher value projects.

Lacework host-based IDS automatically identifies intrusions and raises the alarm so 
you can stay a step ahead of attackers.

Identify, analyze, and alert on anomalous behavior for applications, virtual resources, 
hosts, and all user activity.

Automate setup and eliminates labor-intensive rule development, ACL specification, 
and configuration that results in reduction of false positives so security teams can 
focus on the FIM events that really matter.

COMPLIANCE

HOST INTRUSION DETECTION

RUNTIME THREAT DEFENSE

FILE INTEGRITY MONITORING



Deep visibility into your Kubernetes deployment with dashboards of your clusters, 
pods, nodes, and namespaces combined with application level communication 
between all of these at the application, process, and network layer.

Real-time anomaly detection for all cloud and container environments powered by 
machine learning that identifies and analyzes behavioral deviations from normalized 
behaviors that result from vulnerabilities.

Understand who is using what to learn what API calls are made to various cloud 
resources and identify irregularities that might indicate account risk.

KUBERNETES SECURITY

ANOMALY DETECTION

ACCOUNT SECURITY



Multicloud compliance and account security 
for AWS, Azure and GCP.
 
Platform approach to cloud security that 
bridges the gaps across cloud providers and 
asset types: host (broad coverage for Linux), 
container & Kubernetes.
 
Machine learning that allows for operation at 
scale, with broad coverage of threat scenarios 
across infrastructure, host, containers and K8s. 
Deep contextual analysis when anomalies are 
detected, and alerts that goes beyond cloud 
APIs and flow logs based solutions.

GO BEYOND CLOUD COMPLIANCE

Lacework Features: Solution Overview


